All you need to know about
Electronic Driver’s License (eDL)
What is an Electronic Driver’s License?

An electronic driver’s license (eDL, electronic driver license, electronic driving license) is an ofﬁcial document enhanced
with an electronic chip, which stores the holder’s personal data, both biographical and biometrical, for veriﬁcation. The
electronic driver’s license permits a speciﬁc individual to operate one or more types of motorized vehicles, such as a
motorcycle, car, truck, or bus on a public road. In some countries the eDL may be presented as an ofﬁcial identity
document. The license is usually issued by state authorities or jurisdictions which may vary depending on the country.
Migration from a traditional driver’s license to an eDL is a major opportunity for governments to bring numerous beneﬁts,
including increased accuracy and reliability of the national identity document and all connected data management
systems, not to mention the most crucial advantage – increased road safety.
A number of countries have already issued eDLs – USA, Japan, Hong Kong, Mexico, Indonesia, Morocco, Queensland in
Australia, France, Ireland and Netherlands (ID & Secure Document News, 2016). In 2018, X Infotech succeeded in
implementing a next-generation electronic driver’s license in Kenya. It is expected that the eDL adoption will accelerate
progressively in the coming years.
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Main objectives of eDL deployment in a country/state:
Reduce insecurity on the roads created by illegal drivers,
Minimize unlicensed driving,
Reduce the possibility of fraud,
Decrease card theft,
Generate revenue to fund a road infrastructure
to increase functionality of eDL (payment function, digital signature, penalty point collection).

Created to combat fraud

Nowadays, driver’s license is the most widely issued government document. In many countries it’s still traditionally issued
as a basic plastic (PVC) or paper document. This is why the license is considered to be the most commonly counterfeited
identity document. Driver’s licenses are also considered to be quite costly for citizens in many regions (driving school,
tests and examination fees, health checks, training, etc.). It may be also accepted as an identity document, in some cases
fully replacing the national ID card. Altogether it makes a “perfect” document to counterfeit. Many cases are known, when
fake licenses can also be used as a “breeder document” to apply for an authentic identity document or as a means of
gaining further entitlements or social beneﬁts.

What makes an electronic document difﬁcult to forge?

• With limited data printed on the card body, the chip allows storage of additional information,
including unique biometric features of the card holder. Various types of holder’s data can be recorded into the chip,
while available for retrieval only or entitled persons: driver’s background, blood type, emergency data, etc. Complete
privacy of the holder’s data is ensured. The data cannot be accessed or altered without a speciﬁc cryptographic key,
disposable for authorized personnel only.
• Reliable and durable card body material and advanced set of tailor-made security features.
• Various types of chips can be integrated: contact, contactless and dual-interface (combination of contact
and contactless functionality).

Electronic vs. non-electronic, options to choose from

Besides electronic chip-based driver’s license cards, which are considered to be an undeniably smart investment, there
are other types of data storage and representation solutions to monitor drivers’ identities and their personal records. As
a very feature-basic alternative to chip, it can be a card with a barcode imprinted on the card body. Unlike a chip, which
can store many various types of data, applications and features, a barcode can store very limited data due to limited
storage volume. The data set printed on a barcode is usually very basic – driver’s name and last name, card issued/expiry
date, and optionally a few ﬁngerprints and a picture.
This document may be "inefﬁcient", but it provides so much needed security and can serve as a temporary document,
when migrating from a paper to an electronic license format. Roadside inspection ofﬁcers will need a barcode reader and
veriﬁcation equipment to retrieve and verify the data.

3 scenarios for eDL implementation

The eDL is used for driver’s
identiﬁcation only. The chip stores
the same data printed on the card
body (optionally in different
languages) and the holder’s picture.

The eDL is used for driver’s identiﬁcation
and provides additional data about the
driver and his background. It can be
biometrics of the driver for veriﬁcation
checks, trafﬁc violations history, medical
history, digital signature, driving
restrictions, “electronic car” access
restrictions (to prevent driving without
license), etc.

The eDL document can serve as a
multi-application and multi-purpose
document. Its functionality can be much
bigger and include an identity card,
healthcare card, e-Government access
key, voting/student/library card,
electronic wallet, social security or
whatever else. In this case, driver’s
license itself is just another application.

Use cases of
electronic driver’s licenses

The usage of an electronic driver’s license may embrace both public and private sectors. Depending on the deployment
scenario chosen by the issuer, the value of the document may differ. Here are the most common use cases for eDL performance in a country.

Vehicle and driver inspection on the road

The main reason to conduct an inspection on the road by police ofﬁcers is to determine if the driver has permission to
drive the vehicle. Usually it takes a couple of minutes for the inspecting ofﬁcer to perform a visual check of the whole
situation (including the license check, the driver’s looks, the vehicle condition and interior, as well as asking 1-2 short
questions). This makes the entire once-over inspection procedure insecure and at some point worthless.
Background checks can be performed in both cases - for documents with and without the chip. However, with smart
driver’s licenses, at least of one part of the inspection can be automated. Such checks may include matching against
known documents, databases and document statuses (declared, lost, stolen, etc.).
In case, the inspection terminal (document veriﬁcation equipment) has a camera, a biometric match between the facial
image stored on the card and the present driver can also be performed. With biometrics, it is way more reliable and
accurate when identity is veriﬁed.

Rental car inspection

When renting a car, drivers typically need to show their licenses to the rental car agent. The use of eDLs can help rental
car companies and car sharing programmes simplify their administrative processes by combine the existing use cases of
identiﬁcation with reliable authorization and tracking of customer status.
Third-party information cannot be saved to a government-issued eDL document, so the customer status information
needs to be taken from a database. Linking the identity of an eID holder to a database is simpler and less prone to errors
than with traditional documents.
The process of eDL inspection can also be automated, so the transaction can take place at a self-service kiosk or even
inside the car itself. Rental car agents or car sharing programmes can match the picture on the card to the person
presenting the ID using automated inspection equipment, mounted in a kiosk or inside the car, which in turn increases
the reliability of these checks.

Instant identiﬁcation of the driver

Electronic driver’s licenses provide reliable and convenient veriﬁcation (1:1) of the driver, by matching the data retrieved
from the chip against all available databases. Both veriﬁcation and identiﬁcation procedures are performed instantly and
onsite. In case of trafﬁc accidents with victims or affected drivers, police ofﬁcers can easily identify the card holder and
verify the authenticity of the card, with the help of a mobile veriﬁcation device.

Driver’s license as an identity document in everyday life

In some countries, regions or states, driver licenses, both electronic and non-electronic, are used as a means of citizen
identiﬁcation, especially in countries which have no national ID cards. The document may serve as a de-facto proof of
identity in many everyday situations: post ofﬁce, medical center, bank, etc. In Japan, South Korea, and Singapore driving
license cards are widely used for identiﬁcation. In Denmark, Finland, Norway, Spain and Sweden, the driver's license
number is the same as the citizen's ID number. Banks and authorities use the same number for customer databases,
making the license perfectly suited for identiﬁcation purposes.
However, there are countries, where both an ID card and DL must be presented. In Hong Kong, a driving license carries the
same number as the holder's ID card, but has no photograph. Upon inspection both must be shown. Similarly, the Saudi
Arabian government require all drivers to carry an ID card in addition to a license and present both documents whenever
requested.
In the United States and Canada, driver's licenses are issued by the states and provinces (or territories), respectively, and
do not look the same nationwide. They are also used as a de facto or government-issued identiﬁcation document for the
holder.

eDL as a platform for additional services

Unlike conventional driver’s licenses, the electronic license can serve as a platform for a wide variety of payment and
non-payment services: ﬁnes, parking fees, penalty points management, toll payments, etc. It can also store critical health
data such as blood type, allergies and other information crucial in emergency situations. It is also possible to record an
accident history and driver behavior background.
Apart of these additional services directly related to the driving performance, there is an option to integrate other
applications for social usage: insurance proﬁle, payment app, transport and schooling, and many other useful functions
which will convert the driver’s license into a complete and efﬁcient multi-application card.

Automated in-vehicle inspection

Sometimes the car’s features are scaled according to driver privileges. For example, drivers under a certain age or with a
driver’s license that is less than two years old might only be able to access reduced engine power or have a speed limit
enforced by the car’s systems. On the other hand, more experienced drivers, would be able to access the vehicle’s full
performance and features.

5 reasons to deploy electronic driver’s license in your country
Effectively confront black markets
Within national security programs, eDLs are able to prevent cases of fraudulent activities with identity documents. Fake licenses may be distributed and sold to citizens as an alternative to ID documents (usually a solution for illegal immigrants), or as a way to “legalize” a stolen vehicle
by producing forged registration papers, or as a “quick and convenient” but illegal way to restore a lost or revoked license.
Dramatically improve road safety
An eDL can immensely facilitate both drivers’ and pedestrians’ safety. First of all, implementing eDL will prevent and minimize unlicensed
driving. Second, penalty points management system as an in-built optional application can reﬂect and record driver’s trafﬁc behavior
background, while being accessible for roadside inspectors instantly and at any moment. The driver’s penalty points proﬁle can be linked with
his unique ID number and biometric record. Optionally, with a public service portal, drivers can view their points status and pay their ﬁnes
online. The whole integrated feature-rich system makes an electronic driver’s license a transparent and convenient tool, bringing safety and
other beneﬁts to all parties involved.
Positively inﬂuence administrative savings
Migrating to eDLs can positively inﬂuence a public service level and experience, by simplifying citizen enrolment and document issuance
procedures. There is no need to wait in line or ﬁll in paper application forms manually, as the electronic document system provides a complete
infrastructure for instant and secure enrolment. This greatly simpliﬁes administration, provides higher quality data and customer service,
reduces pressure and stress load for branch employees, thus leveraging operational efﬁciency.
Introduction of eDLs may also be a catalyst to move from conventional paper-based systems to a faster and more efﬁcient complex system of
tracking and veriﬁcation of documents and individuals, even if they arrive from foreign countries. It is also a way to improve revenue collection
through management of trafﬁc ﬁnes and more regular license renewal.
Strengthen cooperation between state agencies
Transitioning to electronic driver’s licenses improves interconnectivity and a communication between issuing entities, police, national and
international data registries, law enforcement and other agencies. The eDLs implementation also positively inﬂuences the private sector
economy , i.e. through closer cooperation with insurance ﬁrms on ﬁnes and trafﬁc accidents.
Invest in future public services modernization
Once an eDL is in place, the issuing authority can extend the system to online driver authentication and other services like licensing, vehicle
registration, ﬁnes and fees payment, etc. The eDL system can be linked with other state systems, i.e. national identity document registries, social
programs and payments, banking, healthcare and other. Accessible services can be cross-linked and accessible to the authorized individual via
eGovernment portal.

Mobile Driver’s License

A mobile (or digital) driver’s license is an application which securely transfers the credentials on a citizen’s smartphone
over-the-air or when the Internet is connected. When a DL holder needs to present the document to an inspector, he
enters the PIN code and demonstrates the license on the screen of his smartphone to the inspector.
The app is not meant to replace physical driver’s licenses – it is considered as a supplementary form-factor. It’s supposed
that it will provide some extra-convenience to an individual. For example, the DL can be kept in a smartphone together
with boarding passes, insurance cards and medical records.
However, there are a few concerns which still need to be solved. What will happen if the smartphone’s battery is drained
and the device is off? Is it enough for the roadside inspection to check only the visual part (the static image) of the
driver’s license, compromising professional veriﬁcation based on biometrics and other unique data recorded on the
document’s chip? Is it secure to hand your personal smartphone to a police ofﬁcer, and what else would be accessible to
the ofﬁcer on your device? All these issues are still to be addressed.

Technology behind eDL
Technological standards

ISO/IEC 18013 is a relatively new series of international standards for driver’s licenses. It covers various aspects of licensing, including security features. Three parts of the standard are known:
• ISO 18013-1 speciﬁes physical characteristics and the basic data set of the card. The size of the data set and the biometric
data are very ﬂexible. The inclusion of any biometric data is optional and at the discretion of the implementing country.
The standard speciﬁes several access methods so as to provide greater ﬂexibility to the implementers.
• ISO 18013-2 speciﬁes and deﬁnes machine-readable technologies implemented.
• ISO 18013-3 deﬁnes access control, authentication, integrity validation functions and ICAO MRTD MRZ format to ensure
interoperability with existing eDocuments inspection systems and infrastructure.
It also provides smart card functional requirements for eDLs.
Not all countries, which have already issued eDLs, make effort to comply to ISO standards – many of them prefer to
follow their own, national speciﬁcations. The main disadvantage of not abiding the industry standards is obvious: the
neighboring countries ﬁnd it difﬁcult to agree on joint access methods, and consequently police ofﬁcers and other road
safety ofﬁcials cannot inspect the licenses of foreign drivers, or ﬁnd ways to read the document with a different type of
equipment.
The European Union’s regulation 383/2012 describes the prerequisites for eDL similar to eMRTD documents, listing
sections for data to be stored, storage medium, logical data structure, and data protection mechanisms. Member states
have found reasonable to “save costs and effort by reusing existing card/reader technology, PKI, data protection mechanisms and inspection processes: to stay as close as possible to eMRTD standards”.

Card body, types of chips and chip requirements

The electronic driver’s license can be considered as a system solution. It consists of hardware and software, and stores
speciﬁc data. Apart from the card body, which is usually issued in PVC (polyvinyl chloride) or PC (policarbonate), the
solution encompasses a tiny microcontroller integrated circuit (chip), which is securely packaged into a contact, dual-interface or ultra-thin contactless chip module, in order to protect the integrated circuit from environmental and mechanical conditions.
For contact cards, the microchip is implanted into the card. For dual-interface cards, the microchip is implanted into the
card and connected to the RF-antenna at the same time in order to operate in contact and contactless mode. For contactless cards, the microchip is connected to RF-antenna and embedded into the carrier material, and then laminated into
the driver's license card.
In order to use the secure microcontroller, a chip operating system (OS) including application software, compliant with
application standards, is loaded into the chip.
The electronic chip, embedded into electronic driver’s licenses, can store various types of data. Depending on the issuer’s
preferences and deployment scenarios, different chip memory volumes might be needed. For example:
• Driver’s identiﬁcation.
The biographic data and the driver’s photo are stored in the chip. In this case, the chip itself is used as
an additional security feature and imprinted data can be electronically checked. About 8Kb of memory is required.
• Driver’s identiﬁcation + additional data about the driver (biometrics, etc.).
Up to 40Kb chip memory can be needed.
• eDL as a multi-application and multi-purpose document.
The memory can require up to 144Kb.

Application for a new eDL issuance
(citizen pre-enrolment and enrolment)

To enjoy a consistent and efﬁcient eDL system performance, it is necessary to properly collect the cardholder’s personal
sensitive data, including biometrics (ﬁngerprints, face photo, handwritten signature which will be later digitalized, etc.).
Once collected, the data will be encrypted and encoded on the electronic chip of the future eDL. The data might be also
veriﬁed against all existing databases and registries (national, international, local) to make sure the applicant hadn’t
received any other eDL before, or if the applicant is not blacklisted or wanted/missing.
A Web portal can be integrated in the eDL application process prior to personal data collection at the branch. To increase
efﬁciency of the application process, individuals can apply for an eDL, set an appointment and pay for the inquiry via the
mentioned web portal. The website is either built only for eDL services or acts as a one-stop-shop platform for different
e-Government facilities. Through a single point, the eDL holder can also renew the document, check penalty points or
which vehicles he is licensed to drive, and even pay ﬁnes via specially designated payment system.
Once pre-enrolment on the Web portal is completed, the next stage is “enrolment” at the state unit, involving speciﬁc
procedure steps like biographic data collection, biometric data collection, and in some cases – applicant’s identity
veriﬁcation, to make sure the applicant is the one he legally claims to be. This may additionally require any type of “proof
of identity”, e.g., valid passport, national ID, birth certiﬁcate or other breeder documents. All the information collected,
including personal and biometric records, document status, is stored on the case management system that is a centralized point for data and application management.
The enrolment process also requires professional hardware equipment, which may include stationary and mobile
workstations, tailored and put together according to the issuer’s requests. The equipment set may vary, usually an operator’s workplace includes a computer, biometric data capture devices (ﬁngerprint scanner/reader, photo camera/lights/background, signature pad, etc.), electronic document reader, and a paper document scanner (optionally, to scan
birth certiﬁcates or other identity documents).

eDL personalization and issuance equipment

Depending on the issuer’s requirements, both centralized and decentralized (instant) document issuance scenarios may
be implemented. Centralized issuance means that eDL cards are personalized and produced in one personalization
bureau/center and then delivered to authorized branches. Decentralized issuance allows issuers to personalize and
produce documents quickly onsite – at a branch, trafﬁc ofﬁce or other ofﬁcial institution.
To avoid any kind of fraud or authorized interference, the document personalization and issuance procedures imply
secure professional environment and trained personnel. It is essential to make sure the issuer possesses the
highest-quality personalization and issuance equipment, designed to produce documents in accordance with previously
prescribed requirements and speciﬁcations. The equipment has to be selected based on the desired documents volume
(i.e., number of cards issued per year, etc.) and branch operational workload.

Inspection systems, eDL veriﬁcation

Inspection systems are hardware terminals, scanners and readers which are designed to read the document chip and
extract the recorded data to the inspector’s or operator’s system for veriﬁcation of the document authenticity. Also, such
professional equipment as ﬁngerprint readers or photo capture with liveness detection cameras/applications are needed
to retrieve cardholder’s biometrics for further matching against biometric databases.
Equipment used for eDL veriﬁcation purposes is considered to be lightweight, wireless and not bulky. Today on the market
there are several examples of portable all-in-one inspection devices, which combine an electronic chip reader, ﬁngerprints reader and a camera to make an instant photo. In some cases, a mobile veriﬁcation device with an embedded
NFC-functionality will be enough to conduct document veriﬁcation.
In addition to identity veriﬁcation and document authenticity validation, police ofﬁcers can also check if the eDL holder
has accrued any penalty points based on the integrated penalty point system.

Software solutions to empower eDL

The entire eDL lifecycle – from pre-enrolment till post-issuance support and roadside inspections – is powered by
software, which is designed to keep the whole document system and infrastructure alive, secure and efﬁcient. Different
software components, pieces and modules as a whole create a stable, reliable, robust and secure environment for the
applicant’s data collection, document personalization, issuance and usage.
The main software related aspects to consider when implementing eDL:
• Technological ﬂexibility. The software provider must be able to deliver not only stand-alone components, but also a
complete “turnkey” and ready-to-install set. There are examples on the market when a company provides its software
with many functionalities integrated by default, and a customer has to buy the full package, even if he doesn’t plan to
use all the solutions. It is costly and unnecessary.
• Hardware and chip independency. Solutions must be compatible with any type of electronic chip, equipment or software,
to be easily modiﬁed and adjusted to meet issuer’s speciﬁc requirements. Unfortunately, in many cases software is
developed for a speciﬁc chip or hardware to tie a customer for further upgrades and support. In this unfortunate case, if
an issuer decides to change equipment, he would need to buy software solutions from scratch, and may be forced to
simultaneously run more than one system.
• Delivery time. When considering eDL deployment, it’s absolutely vital to make sure the software part will be delivered and
integrated in time. Regretfully, software portfolios of some companies don’t embrace all necessary components. That
said, not all modules are “in stock”. In many cases, solutions are acquired from other vendors, and the end-customer (the
eDL issuer) wouldn’t even know it. This may result in software quality and implementation timeframes.

Access controls and PKI

PKI (Public Key Infrastructure) is a set of infrastructure components that facilitate secure production and reliable
veriﬁcation of eDLs, ensuring smooth integration with different third-party components and systems.
Similar to Basic Access Control (BAC) for electronic passports, the standard ISO 18013-3 deﬁnes the Basic Access Control
(BAC), but offers options to use key material with much higher entropy. Extended Access Protocol (EAC) speciﬁes terminal
authentication (TA) and chip authentication (CA) mechanisms that require complex PKI and certiﬁcate chains, very similar
to EAC in ePassports.

BAC (Basic Access Control) – is a mechanism speciﬁed to ensure only authorized parties can wirelessly read personal
information from passports with an RFID chip. Enables the chip system to verify that the document is opened for
inspection. The sensitive (e.g., biometric) data of a document holder is not protected.
EAC (Extended Access Control) – is a set of advanced security features for electronic passports that protects and
restricts access to sensitive (e.g., biometric) personal data stored in the RFID chip. It enables the chip to verify that the
Inspection System (IS) is authorized to read sensitive data.

X Infotech offer
for Electronic Driver’s Licenses
Biometric Enrolment (biometric data collection)

This includes operators’ enrolment stations setup, both stationary and mobile. This part also involves biometric
veriﬁcation/identity management/data processing software delivery, biometric enrolment and veriﬁcation equipment
provision. Citizen identity checks can be conducted in both veriﬁcation (1:1 matching) and identiﬁcation (1:N matching) modes.

Card bodies, electronic chips, chip OS,
security features and design

Together with our partners, X Infotech is able to offer a wide range of options in terms of material, chip memory,
integration ﬂexibility, security feature complexity, security printing techniques, etc.

Card personalization and issuance

Both centralized and decentralized issuance can be implemented. This project part involves delivery of personalization
and issuance equipment (for example, card printers), and integration of personalization and issuance software to ensure
that all processes run in a smooth, secure and errorless manner. The personalization and issuance process implies a
strict and precise approach for data preparation, chip encoding, key management (cryptography and HSM integration), as
well as stock management module that monitors and tracks blank, printed and damaged cards.

Process management, card lifecycle management

When handling the entire document system, it is absolutely important to synchronize and orchestrate all processes. This
includes case management, which is a centralized solution for data and application management, and quality assurance
and document lifecycle management.

eDL environment and infrastructure

X Infotech is able to create a convenient and functional environment to provide access to other supplementary services
and resources like embedded social, transport, health and payment applications, or eDL based authentication to
eGovernment portal, etc. The eDL document can be easily converted to a multi-application smartcard, ensuring
interoperability with any connected public and private service providers.
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