Information Security
in eID and Banking

Bridging the Gap Between Cyber Security and Your Organization
Cybercrime has climbed to 2nd most reported economic crime affecting organizations (Global Economic Crime Survey 2016 - PwC). The results
are shocking, but many governments and businesses are only about to put cyber security consciously on their agenda. These days, massive
security breaches and compromised accounts undoubtedly demonstrated why everyone is under threat. Malicious cyber-attacks are targeting
organizations for many reasons, including ﬁnancial, strategic or even political conﬂicts.
X Infotech’s intention with this paper is primarily to take a closer look on the cyber-threat landscape and strategic actions governments and
businesses should take to ﬁght cybercrime.

Organizations Under Attacks
Security threats has been around for as long as conﬁdential information has been misused in Ancient Greece and Rome. In the early 1980s it
was even more critical than the ﬁrst, as computer technologies overtook ofﬁces and homes. Now, a few decades later, the world faces
unintended consequences of technological progress - cybercrime has become a sophisticated, billion-dollar business with globalization and
the Internet of things.
Governments and the business world no longer operate in isolation from one another. A government’s reluctant approach to cyber risks can
have a negative effect on the national economy and welfare of citizens.
The largest number of breaches are reported in the ﬁnancial sector – comprising 24% of all breaches in 2016. For us the even more interesting
fact is that 61% of data breach victims are businesses with under 1000 employees.

Who are the Victims?

• 24% - breaches affected ﬁnancial organizations
• 15% - breaches involved healthcare organizations
• 12% - public sector entities
• 15% - retail and accommodation

In regards to eID documents issuing organisations, such as
government authorities units or banks — absolutely all
stakeholders may be extremely vulnerable.
Attackers can inﬂuence document issuance systems to
uncontrollably produce fake identites, steal personal
sensitive data for malicious purposes, or manipulate bank
accounts for money laundering or any other ﬁnancial fraud.

Ref: Verizon, 2017

Security Maturity in Industry Verticals

Ref: CISCO Annual Cybersecurity Report, 2017
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Cyber Attack Origin
and Impact

Who is Behind the Breaches?
• 75% - penetrated by outside

• 25% - involved internal actors

A number of tools and attackers is growing every day. The
constantly evolving landscape of security threats is
making it difﬁcult for governments and business to
safeguard their systems and data. From shadowy
companies to nation-level and global attackers, there may
be a wide range of internal and external cybercriminals
targeting your organization.

• 18% - conducted by state-afﬁliated actors
• 3% - featured multiple parties
• 2% - involved partners
• 51% - involved organized criminal groups
Ref: CISCO Annual Cybersecurity Report, 2017

Attacks by Geography

Top 5
Top 6 - 10
Top 11 - 20
Top 21 - 30
Top 31 - 50
Top 50+

Ref: ThreatMetrix, 2016

Today, it seems like not a day can pass without hearing about new cyber-attacks.
X Infotech has compiled the biggest attacks of the year.

Bangladesh’s Central Bank

Petya' Cyber Attack

Philippines Voter Data Leak

American Voter Data Leak

Yahoo Data Theft

WannaCry Ransomware

In February 2016, the cyber criminals targeted to steal $ 951 million
via 35 money orders. They managed to withdraw $101 million before
being blocked.

In April 2016, Philippines suffered the worst data leak when hackers
disclosed personal information of 70 million voters, including
ﬁngerprints and passport information. The entire database of 340
GB was leaked online.

Yahoo! reported two major data thefts in 2016. In September, the
ﬁrst theft affected over 500 million Yahoo! users, another in
December with one billion accounts hacked. Email addresses, date
of birth, passwords and phone numbers were leaked.
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In June 2017, major companies, airports and government institutions
in Ukraine were hit by a massive cyber-attack. The virus spread
throughout Europe before moving to the U.S., Asia and Latin America.

In June 2017, personal data, including analytics, on 198 million
Americans were exposed. It is the largest known leak of voter
information.

WannaCry ransomware is a worldwide major threat to society. In May
2017, WannaCry locked up + 200,000 computers in more than 150
countries.
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Effective Cyber Security Culture
Cybersecurity is no longer a concern only for those who are working in the IT department. Every single individual working at a government
entity, bank or any other business unit must understand security risks and their role in mitigating cyber-attacks.
Today, every government, bank and ﬁnancial institutions must have its security strategy to deal with attack mechanisms that have inﬁltrated the
organization. They must strive to overcome constraints such as budget, product compatibility and certiﬁcation to adopt the most advanced
security programmes. As a result, the organization must shift its tactics - from building walls to analyzing and detecting potential threats in the
system.
These three aspects are fundamental to effectively manage cybersecurity in your organization.
• Prevention: security processes and procedures must be clear. Employees must report failures or problems.
• Detection: companies should spot weaknesses before they become full-blown incidents. Solution – categorize incident-related information.
• Mitigation: well-documented processes, procedures and protocols to effectively mitigate breaches.
In order to follow these principals, we need to consider factors affecting the ability to prevent, detect, and mitigate risks.
• Executive leadership: prioritize security and establish metrics for security effectiveness
• Policy: control access rights to networks, systems, applications and data
• Protocols: regular reviews of connection activities on networks. Security practices reviewed regularly, formally and strategically
• Tools: smart tools for users to review and provide security feedback – security audit, penetration testing (ethical hacking) and vulnerabilities
assessments

The Stakes are High

Cybercrime will continue to grow at incredible speed over the next ﬁve years, reaching more than $6 trillion by 2021, up from $3 trillion in 2015
(Cyber Ventures, 2015). Hackers will continue to extend their operations in the direction of global attacks that inﬂuence the entire day-to-day
life worldwide. Therefore, governments and ﬁnancial organizations around the globe should not hold back investments in cybersecurity
training and support programmes. Taking an integrated approach to cyber security is recommended to maintain up-to-date fraud prevention,
detection and mitigation tools in this highly interconnected world.

How Security Breaches
Drive Improvements
90%

said Security Breach
drove improvements
in technologies,
policies and procedures.

Top 5 Priorities on Cyber Security Agenda

38%

separation of security
and IT department

38%

security awareness training

37%

risk analysis and risk mitigation

37%

investments in technologies

37%

investments in training
of security department

About X Infotech
X Infotech is a global provider of software solutions
for electronic identity documents and payment cards.
We help governments and banks worldwide to effectively collect,
process and verify their citizens’ and customers’ personal data,
including biometrics.
Our advanced eID and smart card technology gives an extra boost to
economic development, security and border control, social and
ﬁnancial environments to countries on a global scale.
All our software components are ICAO/EMV compliant and can be
integrated with any chip or any vendor personalization/issuance/
veriﬁcation equipment.

10 years in
global industry

Hundreds of government
and banking projects

45+
countries

Ofﬁces in Latvia,
Switzerland, Kenya

Ref: CISCO Annual Cybersecurity Report, 2017
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